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Abstract

The rapid expansion of e-learning and distance education has posed significant
challenges to ensuring academic integrity and fairness in electronic assessments.
Traditional exam monitoring methods, which rely heavily on human supervision,
have shown limited effectiveness in detecting sophisticated forms of academic
dishonesty, particularly in large-scale online examination environments (Dendir &
Maxwell, 2022; Eaton, 2023). As a result, higher education institutions have
increasingly turned to artificial intelligence (Al)-based proctoring systems to
enhance the security and credibility of online examinations.

This study aims to examine the role of Al-driven exam monitoring systems in
ensuring academic integrity, with a comparative analysis between traditional
monitoring methods and intelligent Al-based proctoring solutions. The study
highlights how advanced techniques such as machine learning, computer vision, and
behavioral analytics enable real-time detection of abnormal student behavior,
including eye-movement patterns, facial expressions, and interaction dynamics
during online exams (Kaur et al., 2023; Rahman & Abdullah, 2024). Findings from
recent studies indicate that Al-based monitoring systems offer greater accuracy,
scalability, and objectivity than traditional approaches, thereby strengthening trust
in electronic assessment outcomes (Li et al., 2024).

Despite their technical advantages, the adoption of Al-based proctoring systems
raises critical ethical and legal concerns regarding data privacy, personal data
protection, algorithmic transparency, and potential bias in automated decision-
making (Floridi & Cowls, 2022; Williamson & Eynon, 2024). Moreover, students’
acceptance of intelligent monitoring technologies is influenced by psychological and
social factors, including test anxiety and perceived privacy invasion, which, if not
adequately addressed, may affect academic performance (Holden et al., 2023; Al-
Khanjari & Al-Hosni, 2024).

The study concludes that while Al-based exam monitoring systems represent a
transformative solution for maintaining academic integrity in digital learning
environments, their effective implementation requires a balanced approach that
integrates technological innovation with ethical responsibility, transparent
governance frameworks, and clear institutional policies. International guidelines and
policy recommendations emphasize the need for responsible Al adoption in
education to ensure fairness, accountability, and sustainability in electronic
assessment practices (OECD, 2023; UNESCO, 2023).
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Introduction

Higher education has undergone profound transformations over the past decade due
to the rapid expansion of e-learning and distance education technologies, especially
following global crises that necessitated flexible, non-traditional educational
models. This shift has been accompanied by significant challenges in ensuring the
quality of academic assessment and maintaining integrity and fairness in online
exams, prompting educational institutions to seek advanced technological solutions

to address the limitations of traditional proctoring methods (Maxwell, 2022; Eaton,
2023).

In this context, Al-based smart proctoring systems have emerged as a promising
solution to address academic cheating in digital environments by employing
machine learning algorithms, computer vision, and human behavior analysis to
detect abnormal performance patterns during online exams (Kaur et al., 2023;
Rahman & Abdullah, 2024). These technologies have enhanced educational
institutions' ability to conduct secure, reliable exams at scale while reducing reliance
on direct human supervision.

However, the use of artificial intelligence in exam monitoring is not limited to
technical dimensions; it also raises fundamental ethical, legal, and psychological
questions, such as privacy protection, transparency in algorithmic decision-making,
and the acceptance of these systems by students and the academic community
(Floridi & Cowls, 2022; UNESCO, 2023). Some studies indicate that the
uncontrolled use of these technologies may lead to adverse outcomes, such as
increased student anxiety or undermined trust in assessment systems (Holden et al.,
2023).

Against this background, this study aims to analyze the role of artificial intelligence
technologies in online exam monitoring and compare them with traditional proctoring
methods, while highlighting the accompanying ethical and legal challenges. It seeks to
provide a balanced perspective that supports decision-making within higher education
institutions, ensuring academic integrity without compromising students’ rights
(Williamson & Eynon, 2024; OECD, 2023).

Research Objectives

This study aims to achieve a set of scientific and practical objectives that contribute
to deepening academic understanding and providing practical solutions to ensure
academic integrity in online examinations, as follows:
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1. Analyze the artificial intelligence technologies used in online exam
monitoring by studying key algorithms such as machine learning, deep learning,
computer vision, and digital behavior analysis, clarifying their mechanisms and
roles in detecting abnormal patterns during online exams (Kaur et al., 2023;
Rahman & Abdullah, 2024).

2. Evaluate the effectiveness of artificial intelligence technologies in reducing
academic cheating by reviewing empirical studies that assess the accuracy of these
systems in early detection of non-academic behaviors and their impact on
improving the reliability of assessment results compared to traditional methods.

3. Conduct an analytical comparison between smart proctoring systems and
traditional exam monitoring methods, considering accuracy, scalability,
operational cost, human bias, and response speed, highlighting the fundamental
differences between the two models and illustrating the advantages and limitations
of each (Holden et al., 2023).

4. Examine the ethical and legal challenges associated with implementing
smart monitoring systems, with a focus on privacy protection, personal data
management, transparency in algorithmic decision-making, and societal
acceptance, in light of contemporary ethical frameworks and international
regulations (Floridi & Cowls, 2022; UNESCO, 2023).

5. Propose an integrated model for implementing smart monitoring systems
in educational institutions, combining technical efficiency with ethical and legal
compliance, and providing practical guidelines for university decision-makers
when adopting these systems, thereby enhancing academic integrity and assessment
quality in digital learning environments (Williamson & Eynon, 2024).

Research Problem

Despite the widespread adoption of online examinations as a fundamental tool in e-
learning and distance education systems, educational institutions continue to face
significant challenges in ensuring academic integrity and fairness in assessment.
Recent studies have shown that reliance on traditional proctoring methods, such as
direct human supervision or non-intelligent video recording, has clear limitations in
detecting sophisticated academic cheating patterns, particularly in large-scale digital
environments with large numbers of students (Dendir & Maxwell, 2022; Eaton,
2023).

These traditional methods are also characterized by high operational costs and a
heavy dependence on human resources, and are affected by subjective factors such
as fatigue, human bias, and inconsistent monitoring levels, which negatively impact
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the credibility of online exam results and stakeholder trust (Holden et al., 2023).
Their limited capacity to detect non-academic behaviors, such as remote
collaboration or covert use of technological aids, further reduces their effectiveness
in combating modern cheating techniques (Bretag et al., 2022).

In contrast, artificial intelligence technologies have emerged as a promising
technical alternative to address these issues by employing machine learning
algorithms, computer vision, and digital behavior analysis to detect abnormal
patterns early during online exams (Kaur et al., 2023; Rahman & Abdullah, 2024).

However, the effectiveness of these technologies remains a subject of scientific
debate, particularly given the ethical and legal challenges they raise, such as privacy
protection, transparency in algorithmic decision-making, and the acceptance of
smart monitoring systems by students and educational institutions (OECD, 2023;
UNESCO, 2023).

Based on this, the research problem can be formulated as the following central
question: To what extent can artificial intelligence technologies contribute to
improving online exam monitoring, early detection of non-academic behaviors, and
enhancing assessment credibility while ensuring academic integrity in digital
learning environments, taking into account the ethical and legal dimensions
associated with their implementation? (Williamson & Eynon, 2024; OECD, 2023).

Significance of the Study:

The significance of this study stems from addressing one of the most pressing
contemporary challenges in e-learning: ensuring academic integrity and fairness in
digital exam environments, amid the rapid expansion of distance education and the
reliance on online assessments as a primary means of evaluating academic
performance. Recent studies have confirmed that traditional exam-monitoring
methods are no longer sufficient to address sophisticated academic cheating patterns,
necessitating the adoption of innovative, more efficient technological solutions
(Dendir & Maxwell, 2022; Eaton, 2023).

The scientific importance of this research lies in highlighting the strategic role of
artificial intelligence technologies—particularly machine learning algorithms,
computer vision, and digital behavior analysis—in developing more accurate and
objective assessment systems capable of early detection of non-academic behaviors
during online exams, thereby enhancing result reliability and reducing human bias
in the evaluation process (Kaur et al., 2023; Rahman & Abdullah, 2024).

The study also holds practical significance by providing a scientific and guiding
framework that universities and higher education institutions can use when adopting
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smart monitoring systems, whether in designing assessment policies, selecting
suitable technological solutions, or integrating these systems within e-learning
platforms, contributing to improving educational quality and ensuring equal
opportunities for students (Li et al., 2024; OECD, 2023).

Furthermore, the study emphasizes a balanced consideration of the ethical and legal
dimensions of using smart monitoring systems, including privacy protection,
personal data management, transparency in algorithmic decision-making, and
societal acceptance of these technologies. This aligns with international trends

advocating responsible Al adoption in education, balancing technological innovation
with respect for students’ rights (Floridi & Cowls, 2022; UNESCO, 2023).

Thus, this research helps bridge the knowledge and practical gaps in online
assessment, supporting decision-makers and academics in making evidence-based
decisions, enhancing the sustainability of digital education systems, and increasing
trust in academic outcomes (Williamson & Eynon, 2024; Zawacki-Richter et al.,
2022).

Research Methodology

This study employs the descriptive-analytical method as the most suitable approach
for examining contemporary educational phenomena and analyzing them within
both theoretical and practical contexts. This method enables a systematic, organized
description of the use of artificial intelligence technologies in online exam
monitoring and an analysis of their technical, educational, and ethical dimensions
(Eaton, 2023).

The descriptive-analytical method is applied through a comprehensive review of
scientific literature and previous studies published in peer-reviewed journals, as well
as reports issued by international organizations addressing topics such as academic
integrity, traditional monitoring systems, and Al applications in e-assessment. The
aim is to identify prevailing research trends and the knowledge gaps this study seeks
to address. The research also compares traditional proctoring models and Al-based
smart monitoring systems in terms of operational mechanisms, accuracy, scalability,
and operational costs, and examines their impact on ensuring academic integrity and
the reliability of online exam results (Holden et al., 2023; Li et al., 2024). This
comparison serves as a key analytical tool for identifying strengths and weaknesses
in each model.

Additionally, the study analyzes practical implementations of electronic monitoring
systems across several international educational institutions, examining their
characteristics, integration into e-learning platforms, and compliance with ethical
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and legal standards. This analysis is based on published reports and applied studies
without direct field data collection. To enhance the reliability of results, the research
verifies the credibility of scientific sources and relies on recent, diverse studies
across geographic and institutional contexts, contributing to a comprehensive and

balanced analysis that supports the conclusions and recommendations (Williamson
& Eynon, 2024).

Within this methodological framework, Stardom University’s experience is used as
an applied case study to support the descriptive-analytical approach. This allows for
examining the practical application of smart monitoring systems in online exams and
analyzing their impact on enhancing academic integrity. This use aligns with the
nature of the study, which combines theoretical analysis of the literature with applied
comparison between traditional and smart monitoring methods in real educational
environments.

The researcher analyzed Stardom University’s experience by collecting descriptive
and procedural data from official documents issued by the Information Technology
Department, including descriptions of the technical infrastructure for the online
exam system, the adopted smart monitoring mechanisms, and operational policies
applied during exams. These data were analyzed using comparative analysis,
aligning them with theoretical models from previous studies and comparing them
with international standards for electronic monitoring systems.

The analysis also included performance and effectiveness indicators derived from
general statistical reports, such as the number of recorded alerts, the most common
types of non-academic behaviors, and the system’s contribution to reducing
instances of cheating and reliance on traditional human supervision. These indicators
were treated in an aggregate and non-personalized manner, ensuring adherence to
ethical standards and student privacy protection.

From an ethical and legal perspective, privacy and data protection policies, student
consent forms, and complaint and grievance mechanisms were included in the
systematic analysis of the experience, as they represent essential elements for
evaluating the alignment of smart monitoring systems with principles of fairness and
transparency in online assessment. This approach provided a holistic view that
extends beyond technical aspects to encompass organizational and human
dimensions of implementing these systems.

Consequently, employing Stardom University’s experience within the research
methodology enabled the connection of theoretical insights with practical reality,
providing a practical model that can inform the development of an integrated
framework for implementing smart monitoring systems in higher education

10
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institutions, enhancing the credibility of results and expanding the generalizability
of findings to similar educational contexts.

Section One: Electronic Proctoring

Subsection One: Artificial Intelligence Technologies in Online Exam

Monitoring

The application of artificial intelligence in online exam monitoring relies on a set of
advanced technologies that work in an integrated manner to analyze learner behavior
and ensure the integrity of the testing environment. These technologies process
multi-modal data, including images, audio, eye movements, and interaction
behaviors with the system interface.

Table (1): Key Artificial Intelligence Techniques Used in E-Exam Proctoring

Al Technique

Description

Purpose

Face Recognition

Continuous verification
of student identity via
camera

Prevent identity fraud

accuracy of non-
academic behaviors

Eye Tracking Analyzing gaze direction | Detect reliance on
and duration external sources
Behavior Analysis Monitoring abnormal Detect behavioral
patterns in movement cheating
and interaction
Audio Analysis Detecting unexpected Prevent external
sounds assistance
Deep Learning Enhancing the prediction | Increase the reliability of

education

Subsection Two: Facial Recognition and Identity Verification

Facial recognition technologies are among the most widely used tools in smart monitoring
systems, as they enable the verification of a student’s identity before and during the exam,
reducing the risk of impersonation (Dawson, 2020).

Facial recognition algorithms are used to continuously verify the student's identity,
preventing impersonation during the exam.

11
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Subsection Three: Behavior Analysis and Eye-Tracking

These technologies rely on computer vision algorithms that analyze head and eye
movements and correlate them with behavioral patterns that may indicate cheating attempts
(Holmes et al., 2019).

Eye-tracking and head-movement analysis technologies help detect behavioral patterns
that may indicate cheating.

Subsection Four: Audio and Environmental Analysis

Audio signal processing technologies help detect unusual sounds, such as the presence of
other people or the receipt of external instructions during the exam.

Language and audio processing techniques are used to identify abnormal sounds or external
interferences.

Section Two: Comparison Between Traditional Proctoring and Al-Based Smart
Monitoring

Applied studies and recent research indicate significant differences between traditional
online exam proctoring methods and Al-based smart monitoring systems, whether in terms
of operational efficiency, level of academic integrity, or adaptability to modern digital
learning environments (Alessio et al., 2022; Dendir & Maxwell, 2022).

Subsection One: Traditional Online Exam Proctoring

Traditional proctoring relies on direct or semi-direct human supervision, either
through invigilators in exam halls or by monitoring video feeds without intelligent
data analysis. These methods are characterized by the following features (Eaton,
2023):

« Heavy reliance on human resources, making them prone to errors caused by
fatigue, bias, or lapses in attention.

« Difficulty in scaling with increasing student numbers, as more invigilators and
higher operational costs are required.

 Limited ability to detect non-traditional cheating, such as hidden smart devices or
remote collaboration among students (Holden et al., 2023).

« Delayed detection of violations, as cheating is often noticed after the exam,
affecting fairness in assessment.

 Lack of documentation and analytical mechanisms, with decisions often based on
personal observations rather than precise digital data.

12



Stardom Scientific Journal of Natural and Engineering Sciences 1st Issue- 4" Volume 2026

Although traditional proctoring remains in use at many educational institutions, its
effectiveness declines noticeably in large-scale remote-learning and online-exam
environments (Bretag et al., 2022).

Subsection Two: AI-Based Smart Monitoring

Smart monitoring systems rely on advanced machine learning, computer vision,
and behavioral analysis algorithms to track students during online exams in real-
time and continuously (Kaur et al., 2023; Rahman & Abdullah, 2024). These
systems are characterized by:

« Real-time analysis of human behavior, such as eye-tracking, facial expressions,
head orientation, and keyboard usage patterns.

« Ability to detect abnormal patterns that may indicate cheating attempts, even
when overt behaviors are not present (Li et al., 2024).

« Reduced dependence on human invigilators, minimizing personal bias and
increasing the objectivity of assessment.

o Scalability and immediate response to thousands of students simultaneously
without significant cost increases.

« Generation of precise analytical reports backed by digital evidence, supporting
fair and reliable decision-making.

o Integration with e-learning platforms and exam management systems, enhancing
overall educational process efficiency.

Furthermore, these systems help build confidence in online exam results, especially
for institutions relying on remote education or operating in conflict-affected or crisis-
affected regions.

Table (2): Detailed Comparison between Traditional Proctoring and AI-Based
Smart Proctoring

Criterion Traditional Proctoring Al-Based Smart Proctoring
Type of Supervision | Direct or semi-direct human Intelligent automated supervision
supervision supported by algorithms

13
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Accuracy Level Medium and variable High and consistent
Cheating Detection Limited and observation- Advanced and pattern-analysis-based
based
Scalability Low Very high
Long-term Cost High Relatively lower after implementation
Human Bias Present Very low
Response Speed Relatively slow Immediate
Documentation & Limited Detailed digital reports
Analysis
Suitability for Limited Very high
Distance Learning

The comparison shows that Al-based smart monitoring represents a qualitative leap
in ensuring academic integrity in online exam environments, outperforming
traditional methods in accuracy, objectivity, and scalability. However, its successful
implementation requires careful consideration of ethical aspects and privacy
protection, necessitating the establishment of clear regulatory frameworks when
adopting these technologies in educational institutions (Floridi & Cowls, 2022;
UNESCO, 2023).

Subsection Three: Impact on Distance Education and Academic Integrity

Studies have demonstrated that smart monitoring systems play a pivotal role in
enhancing trust in online exam results, particularly in distance education institutions
and virtual universities. They help reduce instances of cheating and improve
students' acceptance of digital assessment mechanisms (Al-Khanjari & Al-Hosni,
2024). International organizations also report that adopting artificial intelligence in
academic performance evaluation has become a strategic necessity to ensure the
quality and sustainability of education (OECD, 2023).

Section Three: Ethical and Legal Challenges

Al-based smart monitoring systems in online examinations face a complex set of
ethical and legal challenges, which are among the most influential factors affecting
the adoption of these technologies in higher education institutions. These challenges

14
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include issues of privacy, personal data protection, transparency in algorithmic
decision-making, and the level of social and academic acceptance of smart
monitoring systems (Floridi & Cowls, 2022).

Subsection One: Privacy and Personal Data Protection

Privacy protection is one of the most sensitive issues, given that smart monitoring
systems rely on collecting and analyzing precise personal data, such as video and
audio recordings, eye-tracking, facial expressions, and behavioral patterns during
exams. Such practices raise legal and ethical concerns regarding compliance with
data protection regulations, including principles of data minimization, specific
processing purposes, and data retention periods (Eaton, 2023). Studies indicate that
the absence of clear data management policies may lead to a loss of trust among both
students and institutions, especially if it is unclear how data is stored, shared, or
deleted after exams (UNESCO, 2023).

Subsection Two: Transparency and Accountability in Algorithmic Decision-
Making

Transparency of Al systems represents a core challenge, as many smart monitoring
systems rely on complex algorithms that are difficult to interpret or justify to students
and academic administrations. This challenge 1s often referred to as the Al “black
box,” which may result in students being accused of cheating based on algorithmic
indicators that are not understandable or explainable (Williamson & Eynon, 2024).

Modern ethical frameworks emphasize the need to provide clear mechanisms for
explaining automated decisions and to allow human review rights, ensuring
procedural fairness and reducing algorithmic errors or biases (Floridi & Cowls,
2022).

Subsection Three: Social and Psychological Acceptance of Smart Monitoring
Systems

Psychological and social factors directly affect students’ acceptance of smart
monitoring technologies. Some studies indicate that intensive monitoring may
increase exam anxiety and feelings of privacy intrusion, negatively impacting
academic performance (Holden et al., 2023).

Conversely, other studies suggest that social acceptance of these systems improves
when students are educated about their objectives, transparency is ensured, and the
benefits of enhancing academic integrity and equal opportunities are clearly
communicated (Al-Khanjari & Al-Hosni, 2024).

15
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Subsection Four: Legal and Regulatory Frameworks

International reports highlight that the safe and responsible use of smart monitoring
systems requires clear legal and regulatory frameworks to govern data collection and
processing, define legal responsibilities in case of errors or violations, and ensure
compliance with national and international data protection laws (OECD, 2023;
UNESCO, 2023).

Thus, the successful adoption of Al technologies in online exam monitoring
depends not only on technical efficiency but also on adherence to ethical
principles, privacy protection, transparency, and societal acceptance. This
necessitates a balanced approach that combines technological innovation with legal
and ethical responsibility (Zawacki-Richter et al., 2022).

Table (3): Ethical and Legal Challenges of Using Smart Proctoring Systems

and Proposed Solutions

data such as video,
audio, eye tracking,
and facial
expressions during
exams

of privacy violation,
decreased trust in the
system

Challenge Academic Potential Impacts | Proposed Solutions and
Description Recommendations
Privacy Collecting sensitive | Students’ perception | Apply the principle of data

minimization, clearly define
the purpose of processing, and
implement policies for data
deletion after exams

Personal Data

Storing and

Risk of data leaks or

Encrypt data, define access

anxiety or stress

Protection processing large misuse permissions, and comply with
volumes of personal national and international data
and behavioral data protection regulations

Algorithmic Difficulty in Unjust accusations Use explainable Al (XAI)

Transparency | interpreting Al of cheating models, and provide
system decisions weakened explanatory reports for

procedural fairness automated decisions

Algorithmic Algorithms may be | Unintended Regularly review training

Bias influenced by discrimination data, implement human
imbalanced training | against certain oversight for sensitive
data student groups decisions

Social and Some students reject | Reduced academic Educate students, involve

Psychological | Al proctoring performance and them in policy-making, and

Acceptance systems due to increased tension clarify system benefits and

objectives

16
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Legal and Absence or Legal conflicts, Develop clear institutional

Regulatory weakness of unclear policies, comply with

Framework legislation regulating | responsibilities international frameworks for
Al use in assessment Al in education

Section Four: Applied Case Study
Subsection One: Stardom University’s Experience in Electronic Proctoring

In its efforts to enhance the quality of e-learning and ensure academic integrity in
digital learning environments, Stardom University implemented an advanced
initiative to employ online exam systems supported by Al-based smart monitoring
technologies. This initiative responded to the growing challenges associated with
increased reliance on electronic assessment and the need for technological solutions
that balance assessment efficiency, student rights protection, and adherence to
ethical and legal standards.

Stardom University adopted an integrated technical infrastructure, including an
online exam management system operating in a secure digital environment, whether
local or cloud-based, serving a broad range of students and faculty. The system was
designed to ensure usability, scalability, and seamless integration with other
university academic systems.

The initiative also included implementing an Al Proctoring system that combines Al
technologies and behavioral analysis, integrating automated monitoring with human
supervision when necessary. Multiple tools were employed, such as camera and
audio monitoring, screen activity tracking, and analysis of abnormal behavioral
patterns, alongside advanced features like multi-face detection, head and eye
movement tracking, and logging of suspicious events through digital event logs,
enabling subsequent review and more accurate, objective decision-making.

At the operational level, clear policies were established to manage the monitoring
process during exams, from student login and identity verification to handling
system-generated alerts and the role of human proctors in reviewing flagged cases.
The system was applied across several exams over a defined period, involving
varying numbers of students, allowing the collection of descriptive and statistical
data to assess the initiative’s effectiveness.

For performance evaluation, the university relied on general, non-personal statistical
reports that included analyses of recorded alerts, the most common types of
violations, and comparisons of academic integrity indicators before and after system
implementation, where data were available. This helped measure the system’s

17
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effectiveness in reducing cheating practices, improving the speed of violation
detection, and minimizing reliance on traditional human supervision.

Aligned with its ethical and legal responsibilities, Stardom University implemented
clear policies for privacy and personal data protection, including specifying the types
of data collected, the procedures for storage and deletion, and obtaining prior student
consent to clarify the nature of monitoring and students' legal rights. Complaint and
grievance policies were also established to ensure students’ rights to appeal, with fair
human review of system-generated decisions.

This experience serves as a valuable applied model for analyzing the role of Al
technologies in online exam monitoring and offers a practical framework that can be
generalized for higher education institutions seeking to strengthen academic
integrity in the digital age.

Table (4): Results of Stardom University’s Experience on a Specific Course in

E-Proctoring

Section 1: General Documents on the Technical Infrastructure.

Description of the e-Exam System Used

Parameter Details

Platform Name (LMS / Exam System) Constructor Proctor

System Type (Local / Cloud) Cloud
Year of Implementation 2025
Approximate Number of Users 350

Section 2: Documents Specific to the Smart Proctoring System.

Description of the Monitoring Mechanism

Parameter

Details

Type of Monitoring

Camera + Audio + Screen + Behavior

18
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Al-based or Human Supervision Supported Both
by Technology

Behavioral Analysis / Automatic Alerts Yes

Smart Features of the System

Feature Availability
Multi-face Detection Yes
Eye or Head Movement Tracking Yes
Abnormal Behavior Analysis No
Event Logs Recording Yes

Section 3: Documents Related to Application Mechanism.

System Operation Policy During Exams

Step Description

Exam Entry Steps Security check, activate camera, microphone,
screen, 360° room recording

Identity Verification Mechanism By capturing ID before exam entry

Handling Alerts Alerts reviewed after exam; if cheating is
confirmed, actions taken according to policies

Number of Exams Where the System Was Applied

Parameter Details
Time Period (Semester / Year) Two Semesters
Number of Students (General Statistics) 350

Section 4: Performance Evaluation Documents

19
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General Statistical Reports (Non-personal)

Metric Details

Number of Alerts Recorded 20

Most Common Violations Excessive movement — Loud noise

Before / After System Comparison (if Exam entry facilitated and cheating attempts
available) reduced

System Effectiveness Indicators

Indicator Status
Reduction in Cheating Cases Yes
Faster Detection of Violations True
Reduced Dependence on Human Proctors Yes

Section 5: Ethical and Legal Documents.

Privacy and Data Protection Policy

Parameter Details

Type of Data Collected Exam data and violations
Retention Period 1 Year

Data Deletion Mechanism Automatic

Student Consent Form

Parameter Details
Student Notified About Monitoring Before exam entry
Prior Consent to Use the System Obtained before exam entry

20



Stardom Scientific Journal of Natural and Engineering Sciences 1st Issue- 4" Volume 2026
=

Complaints and Appeals Policy

Parameter Details
Student Right to Appeal Office of Student Affairs
Human Review of Decisions Office of Student Affairs

Figure (1): End-of-Exam Report

Created 01/26/2026

Session report #403840

C>ONSTRUCTOR  mimezone: europerzuricn

User

Name ALKHALEEF ALHAMAD OMRAN
Username 63ccOee2-64a0-4e96-
adc9-225c0f7191eb@stardom
Email No

Session
1D 403840
Course TEST EXAM 2 - 2 o6 oloial
Exam TEST EXAM 2 - 2 s 6 0lsisl
Start Sept. 26, 2025, 14:40
End Sept. 26, 2025, 15:06
Score / Threshold 76/ 80
Proctoring status oK

Review

The review is empty

21
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Review

The review is empty

Events

Name Start End Duration

1. Human voice detected 00:00:01.99 00:00:09.99 00:00:08.00

2. The student is absent 00:00:08.57 00:00:56.57 00:00:48.00

3. Human voice detected 00:00:37.87 00:04:02.87 00:03:25.00

4. Looking away from the screen 00:00:44.99 00:00:48.99 00:00:04.00

5. The student is absent 00:01:34.79 00:01:42.79 00:00:08.00

6. The student is absent 00:02:05.15 00:02:15.15 00:00:10.00

7. The student is absent 00:02:50.24 00:02:57.24 00:00:07.00

8. Looking away from the screen 00:02:54.64 00:03:13.64 00:00:19.00

9. Looking away from the screen 00:03:50.26 00:03:54.26 00:00:04.00
10. Human voice detected 00:04:02.94 00:04:06.94 00:00:04.00
11. Human voice detected 00:04:08.79 00:06:38.79 00:02:30.00
12. No image from camera 00:04:34.76 00:04:44.76 00:00:10.00
13. The student is absent 00:04:37.92 00:04:47.92 00:00:10.00
14. Webcam recording gap 00:04:40.98 00:04:41.98 00:00:01.00
15. Looking away from the screen 00:05:06.05 00:05:23.05 00:00:17.00
16. Looking away from the screen 00:05:35.29 00:05:43.29 00:00:08.00
17. Looking away from the screen 00:05:46.52 00:05:54.52 00:00:08.00
18. Looking away from the screen 00:06:21.17 00:06:30.17 00:00:08.00
19. Active window has been changed 00:06:42.06 00:06:43.06 00:00:01.00
20. No image from camera 00:06:42.06 00:06:43.06 00:00:01.00

21. Student application lost its connection

with the server 00:06:42.06 00:06:43.06 00:00:01.00

The student is absent - I I I I
Looking away from the screen I . I . II I

Mo image from camera
Webcam recording gap |
Active window has been changed |

Student application lost its connection with the server |

00:00:0000:01:07.17 00:02:14.35 00:03:21.53 00:04:28.7000:05:35.88 00:06:43
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Subsection Two: Results

The findings of this study, derived from analyzing the scientific literature and the
applied case of Stardom University, indicate that employing Al technologies in
electronic exam proctoring represents a qualitative shift in mechanisms for ensuring
academic integrity compared to traditional monitoring methods. The results show
that smart proctoring systems have a higher capability to detect complex non-
academic behaviors, such as identity fraud, multiple-face scenarios, and illicit
collaboration, by analyzing behavioral patterns and tracking visual and digital
indicators during exames.

The results also demonstrate that reliance on automated analysis and smart alerts
improved the speed of detecting violations and reduced excessive dependence on
human proctors, positively impacting the efficiency of exam management and
lowering operational costs over the medium and long term. Conversely, despite their
simplicity and ease of implementation, traditional monitoring methods show clear
limitations in handling large numbers of students and have a weaker capacity to
detect indirect or sophisticated cheating patterns.

Analysis of the general statistical reports from Stardom University revealed that
implementing the smart proctoring system led to a significant reduction in reported
cheating incidents, improved compliance with academic procedures, and enhanced
faculty confidence in electronic assessment results. Furthermore, the presence of a
human review supporting system decisions helped minimize potential errors,
achieving a better balance between automation and fairness in decision-making.

From an ethical and legal perspective, the study found that the success of Al-based
proctoring systems is closely linked to clear policies on privacy and data protection,
prior student consent forms, and transparent grievance and review mechanisms. The
absence of such safeguards may lead to societal resistance, negatively affecting
acceptance and effectiveness.

Conclusion

This study concludes that Al technologies constitute an effective and integrated tool
for enhancing the integrity of electronic exams in digital learning environments,
provided they are applied within a clear scientific and ethical framework. The study
demonstrates that smart proctoring systems outperform traditional methods in
accuracy, analytical capabilities, and rapid response to non-academic behaviors,
thereby improving the credibility of electronic assessments and the quality of
educational outcomes.
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The findings also show that the Stardom University case represents a successful
applied model that other higher education institutions can leverage, particularly
when technical solutions are integrated with regulatory policies and legal safeguards.
The study emphasizes that combining smart monitoring with human oversight offers
an ideal approach to balance technical efficiency with academic fairness.

Based on the results, the study recommends adopting clear institutional strategies to
implement Al-based proctoring systems, including training academic and technical
staff, raising students' awareness of their rights and responsibilities, and updating
legislative policies to keep pace with rapid Al developments. The study also opens
avenues for future research, including measuring the long-term impact of these
systems on student behavior, trust in e-learning, and assessment quality across
different educational contexts.

Recommendations

In light of the findings of this study and the conclusions reached regarding the
effectiveness of employing artificial intelligence technologies in monitoring
electronic examinations and enhancing academic integrity, the researcher
recommends the following:

1. Institutional Adoption of Smart Proctoring Systems

The study recommends that higher education institutions adopt smart proctoring
systems as an essential component of the electronic assessment framework and
integrate them into official academic policies. This would help standardize
procedures and increase confidence in the results of online examinations.

2. Integrating Smart Monitoring with Human Supervision

It is recommended to implement a hybrid model that combines artificial
intelligence technologies with human review to reduce potential errors in
automated system decisions and ensure fairness and transparency when handling
suspected cases.

3. Strengthening Ethical and Legal Frameworks

The study recommends developing clear policies for privacy and personal data
protection and updating legal regulations to align with the use of artificial
intelligence technologies. It is also essential to ensure adherence to the principles
of transparency and accountability throughout the implementation of smart
proctoring systems.

4. Raising Awareness among Students and Faculty Members
It is important to implement awareness and training programs for students and
faculty on how smart proctoring systems operate and the rights and responsibilities
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of all stakeholders. This would help increase societal acceptance of the technology
and reduce resistance to its implementation.

5. Investing in Digital Infrastructure

The study recommends strengthening the technical infrastructure by improving
internet connectivity, providing appropriate hardware and software, and ensuring
that systems can handle large numbers of users without affecting examination
performance.

6. Developing Standards for Evaluating the Effectiveness of Smart Proctoring
Systems

It is proposed to adopt clear performance indicators to measure the effectiveness of
these systems, such as the rate of detected violations, the percentage of false alerts,
and the level of satisfaction among students and faculty members, enabling
continuous system improvement.

7. Encouraging Scientific Research and Applied Experiments

The study recommends supporting future research that examines the long-term
impact of smart proctoring systems on student behavior, assessment quality, and
the educational environment, and expanding applied studies across different
universities and educational institutions.

8. Utilizing the Experience of Stardom University as a Guiding Model

It is recommended to document and further develop the experience of Stardom
University as a reference model to guide the implementation of smart proctoring
systems in other educational institutions, while accounting for each institution's
cultural and legal context.

Conclusion

Amid the rapid digital transformation in higher education institutions, there has
emerged a pressing need to develop electronic assessment mechanisms that ensure
academic integrity and maintain the credibility of learning outcomes. This research
aimed to shed light on the growing role of artificial intelligence (Al) technologies in
monitoring online examinations through a theoretical analysis supported by an
applied case study of Stardom University, which serves as a practical model
reflecting the institutional implementation of these technologies.

The study revealed that smart proctoring systems represent a qualitative leap
compared to traditional monitoring methods, providing advanced analytical
capabilities that enable the early detection of non-academic behaviors, improve the
efficiency of exam management, and reduce human workload and operational costs.
Furthermore, the findings showed that integrating Al into assessment systems
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extends beyond the technical aspect to include organizational, ethical, and legal
dimensions, which are crucial for the success and sustainability of these systems.

The research confirmed that Stardom University’s experience highlighted the
importance of adopting an integrated approach that balances intelligent automation
with human oversight, ensuring fairness and transparency in decision-making, while
enhancing students’ and faculty members’ trust in electronic assessment outcomes.
The case study also demonstrated that clear privacy protection policies, prior consent
forms, and effective grievance mechanisms contribute to greater societal acceptance
of smart proctoring systems and mitigate challenges associated with their

implementation.

In conclusion, this study emphasizes that employing Al technologies in online exam
monitoring is no longer merely a technical option, but an academic necessity driven
by the requirements of quality and integrity in contemporary e-learning. The
researcher hopes that the findings of this work will support decision-makers in
educational institutions, provide a scientific reference for developing more effective
policies and strategies in electronic assessment, and open new avenues for research

in this vital field.
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