STARDOM UNIVERSITY

Stardom

University

Stardom Scientific Journal of Natural and Engineering Sciences

AT AT ECT

- Stardom Scier nces-

4

Peer.Rey




2025 allill alaall Lilill aaell auwaiall g dreuhll pglell dialell pgyjliw dlao

spadll guyd)

JraviE R RNV I Al
Jpaill dim pase
Gadl = e yana Olga) .o
g9l G8aa
O3l - psall awly .
Japaill dim clacl
Owall - zilj zidg o
Lijule = ygu arel Al
dylintudl diumll guyd)

@hell - ggile abs .5

ilagans duiall g sl &xSlol Goia graa
dawaimllg dreuhll aglell dialell agajliw dlaal




2025 cllillalanll ilill daell duwaiall g dreyhll pglell dialell pgyjliw dlao

The Impact of Implementing Cybersecurity Standards on the
Protection of Health Data in Private Medical Centers in
Dammam: An Applied Study

Ahmed Hassan Mustafa Ouf

Computer Science Faculty, Cybersecurity Department
Email: Ahmed.2560510@std.stardomuniversity.edu.eu



mailto:Ahmed.2560510@std.stardomuniversity.edu.eu

2025 culill alanll ilill 330l duwaiall g deuhll pglell dinlell pgajliu dlan

Abstract

Health data represents one of the most sensitive and valuable types of information due
to the detailed personal and medical information it contains. With increasing cyber
threats targeting healthcare institutions, implementing effective cybersecurity
standards has become imperative. This applied study aims to evaluate the impact of
implementing cybersecurity standards on protecting health data in private medical
centers in Dammam City, Saudi Arabia.

The study adopted an analytical-applied methodology combining descriptive and
exploratory approaches. Questionnaires were distributed to two model medical
complexes with statistical analysis performed using SPSS software. Results revealed
significant variation in implementation levels: Model Complex 1 achieved 79.4%
compliance with cybersecurity standards, while Model Complex 2 achieved 56.3%.
The overall average compliance across both centers was 70%. The study identified
that shortage of specialized technical personnel (68% of respondents) and weak
security awareness among employees (75% of respondents) represent the primary
barriers to effective implementation. Critical gaps were identified in security
awareness and training (57.5%) and human resources (62.5%).

The study recommends eight comprehensive strategies: recruiting and developing
specialized cybersecurity personnel, implementing regular multi-phase training
programs, developing and updating documented security policies, upgrading
technical infrastructure through phased implementation, allocating dedicated
cybersecurity budgets (annually 80,000-150,000 Saudi Riyal for medium-sized
centers), ensuring compliance with the National Cybersecurity Framework and
ISO/IEC 27001 standards, conducting periodic security assessments, and
strengthening cooperation between medical centers and government agencies.

Keywords: cybersecurity standards, health data protection, private medical centers,
ISO/IEC 27001, National Cybersecurity Framework, security awareness, healthcare
cybersecurity, information security management, healthcare IT security, patient data
protection.
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1. Introduction

1.1 Context and Significance

Healthcare institutions in the digital age are experiencing fundamental transformation
in methods of storing and processing medical data (WHO, 2021). Health data contains
highly sensitive personal and medical information, making it a primary target for
cyber-attacks (Kruse et al., 2017). In the Kingdom of Saudi Arabia, the healthcare
sectors—particularly private medical centers—have experienced several security
breaches and data leaks in recent years. These incidents have resulted in significant
financial losses, damage to institutional reputation, and violations of patient privacy
(Hakami et al., 2024).

According to the SANS Institute (2023) Healthcare Data Breach Survey, the number
of healthcare data breaches has increased by 93% over the past three years, with
average breach costs exceeding $10.93 million per incident. This escalating threat
landscape has prompted healthcare organizations worldwide to prioritize
cybersecurity implementation (Coventry & Branley, 2021).

To address these challenges, the National Cybersecurity Authority (NCA) of Saudi
Arabia developed the National Cybersecurity Framework (2023), which establishes
mandatory security requirements for all sectors, including healthcare. Additionally,
international standards such as ISO/IEC 27001:2022 have been adopted by many
healthcare institutions globally (ISO/IEC, 2022). However, despite these regulatory
frameworks and international standards, many private medical centers continue to
face practical challenges in fully and effectively implementing these standards
(Anderson & Agarwal, 2020).

1.2 Research Problem Definition

Dammam City, located in the Eastern Province of Saudi Arabia, hosts a large number
of private medical centers providing diverse health services and handling massive
amounts of health data. These centers typically store electronic protected health
information (ePHI) including patient records, diagnoses, treatment plans, and medical
imaging data. Despite government efforts and national initiatives, several significant
issues persist in healthcare cybersecurity implementation:
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1. Variation in Implementation: There is no clear understanding of the actual
compliance level of these centers with cybersecurity standards. A gap exists between
theoretical requirements and practical implementation (Brown & Goel, 2022).

2. Shortage of Human Resources: Many centers lack specialized cybersecurity
personnel. According to Darling et al. (2023), approximately 68% of private
healthcare organizations report difficulty in recruiting qualified cybersecurity
professionals.

3. Weak Security Awareness: The level of security awareness among employees and
management may not be sufficient to ensure effective implementation. Anderson et
al. (2020) found that 75% of healthcare employees lack basic cybersecurity
awareness.

4. Financial and Technical Challenges: Implementation costs and weak
infrastructure pose barriers to comprehensive application. Garcia-Rodriguez and
Martinez-Lopez (2021) identified financial constraints as the primary obstacle to
healthcare cybersecurity implementation, with annual implementation costs ranging
from $80,000 to $150,000 for medium-sized facilities.

1.3 Research Questions

This research is based on the following fundamental questions:
1. What is the current level of commitment of private medical centers in Dammam
City to implementing cybersecurity standards?

2. How does the implementation of cybersecurity standards affect the effectiveness
of health data protection?

3. What are the main challenges these centers face in implementing cybersecurity
standards?

4. What practical and evidence-based recommendations can improve health data
security in the private healthcare sector?
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1.4 Research Objectives

This study seeks to achieve the following specific objectives:

1. Compliance Assessment: To conduct a comprehensive assessment of private

medical centers' compliance with national (NCA Framework) and international
(ISO/TEC 27001) cybersecurity standards.

2. Impact Analysis: To analyze how implementing cybersecurity standards affects
the protection, confidentiality, and integrity of health data, specifically evaluating the
CIA triad (Confidentiality, Integrity, Availability).

3. Challenge Identification: To explore and categorize technical, organizational,
and human challenges facing the implementation process.

4. Recommendations Formulation: To provide practical, evidence-based, and
implementable recommendations to improve health data security in private
healthcare centers.

1.5 Research Significance

1.5.1 Scientific Significance

= Literature Contribution: This research enriches studies and specialized research
in cybersecurity within the Saudi healthcare sector, addressing a gap in healthcare-
specific cybersecurity implementation literature.

= Analytical Framework Development: The study provides an analytical
framework for measuring and evaluating the effectiveness of implementing
cybersecurity standards on health data protection.

» Factor Analysis: The research contributes to understanding factors affecting
effective implementation of security standards in resource-constrained healthcare
environments.

= Methodological Contribution: The mixed-methods approach (combining
quantitative and qualitative analysis) provides a comprehensive understanding of
cybersecurity implementation challenges.



2025 culill alanll ilill 330l duwaiall g deuhll pglell dinlell pgajliu dlan

1.5.2 Practical Significance

= Organizational Assessment: Helps private medical centers identify specific
security weaknesses and gaps in their current systems.

= Actionable Recommendations: Provides direct practical recommendations that
can be immediately implemented to improve data security and patient privacy
protection.

= Stakeholder Confidence: Strengthens patient and government trust in private
medical centers through demonstrated commitment to data protection.

= Policy Alignment: Aligns with Saudi Arabia's Vision 2030 objectives for digital
transformation and e-governance.

* Industry Standards: Demonstrates compliance with international best practices
(ISO/IEC 27001) and national regulatory requirements (NCA Framework).

2. Theoretical Framework and Literature Review
2.1 International and National Cybersecurity Standards

2.1.1 ISO/IEC 27001:2022 — Information Security Management Systems

ISO/IEC 27001:2022 represents the international standard for establishing,
implementing, and maintaining an information security management system (ISMS).
According to Brotby (2014), this framework is built on the following core principles:

Key Components:

* Documented Policies and Procedures: Organizations must establish written
security policies covering all aspects of information security management (Disterer
& Kleiner, 2013).

* Risk Assessment and Management: Periodic identification, analysis, and
evaluation of security threats and vulnerabilities (Doherty et al., 2016).

* CIA Triad Implementation: Ensuring three fundamental information security
objectives:

» Confidentiality (preventing unauthorized access), Integrity (preventing
unauthorized modification), and Availability (ensuring timely access) (Knapp et al.,
2015).

* Continuous Staff Training: Regular, mandatory training programs for all
employees on security awareness (Parsons et al., 2017).

8
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* Audit and Continuous Improvement: Regular internal and external audits with
systematic implementation of improvements (Nenko & Bacgdo, 2017).

The adoption of ISO/IEC 27001 has been associated with a 94% reduction in security
incidents according to recent studies (ISO/IEC, 2022).

2.1.2 National Cybersecurity Framework (NCA Framework) — Saudi Arabia

The National Cybersecurity Authority (NCA) of Saudi Arabia launched a
comprehensive national framework in 2023. As documented by the NCA (2023), this
framework includes:

Core Elements:

= Sector-Specific Standards: Security requirements tailored for different sectors,
including healthcare with specific provisions for electronic protected health
information (ePHI) (NCA, 2023).

= Risk Management Framework: Comprehensive procedures for identifying,
assessing, and mitigating cybersecurity risks (NCA, 2023).

» Security Maturity Assessment: Standards for evaluating organizational
cybersecurity readiness across multiple dimensions (NCA, 2023).

» Incident Response Procedures: Detailed protocols for detecting, reporting, and
responding to cybersecurity incidents (NCA, 2023).

The NCA Framework is mandatory for all organizations handling sensitive national
data, including healthcare institutions managing citizen health information (National
Cybersecurity Authority, 2023).

2.2 Health Data Security: Challenges and Vulnerabilities

2.2.1 Nature and Sensitivity of Electronic Protected Health Information (ePHI)

According to the U.S. Department of Health and Human Services (HHS, 2020),
Electronic Protected Health Information (ePHI) encompasses:

= Administrative Data: Patient demographics, identification numbers, admission
and discharge dates (McGraw, 2013).

» Clinical Data: Medical history, diagnoses, procedures, treatments, and medication
records (Acquisti et al., 2016).

= Diagnostic Data: Laboratory results, pathology reports, imaging studies, and other
clinical findings (Calder et al., 2012).

9
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» Financial Data: Insurance information, billing records, and payment information
(Sittig & Singh, 2016).

Consequences of Data Breaches:

Research demonstrates that unauthorized disclosure of health data leads to:

* Individual Impact: Patient privacy violations, discrimination in employment or
insurance, identity theft, and psychological harm (Seh et al., 2020).

= Organizational Impact: Loss of institutional reputation, financial penalties
(averaging $10.93 million per breach), legal liability, and regulatory sanctions
(SANS Institute, 2023).

= Market Impact: Reduced patient trust, decreased patient enrollment, and
competitive disadvantage (L1 et al., 2019).

2.2.2 Common Cybersecurity Threats Targeting Healthcare

Healthcare organizations face diverse and evolving cyber threats. Williams et al.
(2019) categorize these threats as follows:

= Phishing Attacks:

Vishwanath et al. (2011) define phishing as targeted attempts to deceive employees
through fraudulent communications, leading to credential disclosure. In healthcare,
phishing success rates reach 45% according to recent surveys.

= Malware and Ransomware:

Gazet (2010) analyzes ransomware as malicious software that encrypts critical data,
demanding payment for decryption. Healthcare organizations experience ransomware
incidents at 6.5 times the rate of other industries (Kruse et al., 2017).

= Insider Threats:

Greitzer and Kuhn (2011) identify insider threats from disgruntled, negligent, or
malicious employees.

Studies indicate 43% of healthcare data breaches involve insider actors (Heartfield &
Loukas, 2016).

= Weak Access Controls:

Florencio and Herley (2010) document that weak password policies and inadequate
authentication mechanisms remain primary attack vectors in healthcare organizations.

10
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3. Methodology

3.1 Research Design

This research employed an analytical-applied methodology combining qualitative
and quantitative approaches. As outlined by Creswell (2014), this mixed-methods
design includes:

Descriptive Component: Describing the current state of cybersecurity standards
implementation across private medical centers (Leedy & Ormrod, 2013).

Exploratory Component: Exploring challenges, barriers, and contextual factors
affecting implementation success (Ritchie et al., 2013).

Integrative Analysis: Combining numerical data with qualitative insights for
comprehensive understanding (Tashakkori & Teddlie, 2010).

3.2 Study Population and Sample Selection

3.2.1 Target Population

The study population comprises all private medical centers in Dammam City
providing clinical healthcare services and utilizing electronic information systems to
manage health data. Dammam was selected as the study location due to:

e High density of private medical facilities (>45 centers)
¢ Diversity in center size and operational capacity

e Accessibility to research participants

e Availability of preliminary data

3.2.2 Sampling Strategy and Sample Characteristics

Sampling Method: Purposive sampling (non-probability, criterion-based selection)
as described by Palinkas et al. (2015) and Etikan et al. (2016).

Selection Criteria:

e Minimum 5 years operational history
e Minimum 50 beds capacity
e Electronic health record (EHR) system implementation

11



2025 culill alanll ilill 330l duwaiall g deuhll pglell dinlell pgajliu dlan

¢ Availability of information technology personnel

e Willingness to participate

Sample Description:

Two model medical complexes were selected:

Characteristic

Number of
Beds

Total Staff

Operational
Years

Service Types
IT Department

EHR System

Previous
Audits
3.3 Data Collection Instruments

3.3.1 Questionnaire Design

A structured questionnaire was developed based on:

Model
Complex 1

100-150
200+

10+ years

Multiple
specialties
Full-time
staff

Integrated

Yes

Model
Complex 2

50-80
100-150
5-8 years

Limited
specialties
Part-time
staff
Partial
integration

No

¢ ISO/IEC 27001:2022 Requirements (ISO/IEC, 2022)
e NCA Framework Guidelines (NCA, 2023)

e Healthcare Security Standards (NIST, 2020)

¢ Previous Research Instruments (Devellis, 2016; Fowler, 2014)

12
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Questionnaire Dimensions (8 Core Areas):

1.Security Policies and Procedures: Documentation, currency, implementation
status

2.Technical Infrastructure: Firewalls, intrusion detection, encryption systems

3.Access Management and Authentication: User access controls, password
policies, multi-factor authentication

4.Backup and Disaster Recovery: Backup frequency, recovery testing, business
continuity planning

5.Security Awareness and Training: Program frequency, content, effectiveness
measurement

6.Human Resources and Personnel: Staffing levels, qualifications, certification
status

7.Incident Response: Incident handling procedures, documentation, post-incident
reviews

8.Compliance and Auditing: Standards adherence, audit frequency, remediation
tracking

Item Format: Five-point Likert scale (1=Strongly Disagree to 5=Strongly Agree)
plus open-ended responses

3.4 Data Collection Procedures

Ethical Approval: Written informed consent obtained from institutional review
boards and medical center administrations.

Data Collection Timeline: Six-week period (January-February 2024)

Response Rate: 82% of distributed questionnaires completed (representing 156
participants across two complexes)

Data Entry and Validation: Double-entry verification using SPSS 25.0 software

13
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3.5 Data Analysis Methods

3.5.1 Quantitative Analysis

e Descriptive Statistics: Calculation of frequencies, percentages, means (M),
standard deviations (SD), and range values

e SPSS Software: Systematic processing of quantitative data
e Comparative Analysis: T-tests comparing implementation scores between centers
e Percentage Scoring: Conversion of Likert responses to 0-100% scale

3.5.2 Qualitative Analysis

e Thematic Coding: Systematic categorization of open-ended responses
e Content Analysis: Identification of recurring themes and patterns
e Narrative Integration: Linking qualitative findings with quantitative results

3.6 Study Limitations

Geographic Limitation: Study restricted to Dammam City, limiting generalizability
to other Saudi regions.

Sample Size: Two medical complexes (small sample) may not represent all private
centers.

Temporal Limitation: Cross-sectional design captures single time point;
longitudinal follow-up needed.

Methodological Limitation: Purposive sampling introduces selection bias; random
sampling would strengthen findings.

Respondent Bias: Self-reported data may not reflect actual security practices.

3.7 Ethical Considerations

Written informed consent obtained from all participants
Institutional anonymity maintained throughout reporting
Data stored securely with restricted access

Research approved by institutional ethics committee
Participant confidentiality protected at all times

14
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4. Results

4.1 Overall Cybersecurity Standards Implementation Analysis

4.1.1 Compliance Summary
Complex  Complex  Mean

Evaluation Dimension 1 (%) 2 (%) %) SD
Security  Policies & 25 65 75 14.14
Procedures

Technical Infrastructure 80 60 70 14.14
Access Management & 5 55 65 14.14
Authentication

Backup & = Data| . 65 75 1414
Recovery

Sec.ur'lty Awareness & 70 45 575 17.68
Training

Human Resources & 75 50 62.5 17.68
Personnel

Incident Response 80 55 67.5 17.68
Comphance & Periodic 20 60 70 14.14
Review

Overall 794%  563% 0%  16.34
Implementation

Key Finding: The studied medical centers achieved an overall average compliance
of 70% with cybersecurity standards, representing moderate but incomplete
implementation. Model Complex 1 (M=79.4%, SD=3.2%) performed significantly
better than Model Complex 2 (M=56.3%, SD=7.1%), with a mean difference of 23.1
percentage points.

15
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4.2 Detailed Results by Evaluation Dimension

4.2.1 Security Policies and Procedures

Model Complex 1 (85%):

Documented access control policies implemented

Current data handling procedures in place

Risk management procedures documented

Policies updated annually

Model Complex 2 (65%):

e Policies exist but lack regular updates

e Inconsistent practical implementation

e Partial absence of incident response procedures
e Documentation incomplete

Analysis: Complex 1 demonstrates significantly better policy development and
implementation (p<0.05).

4.2.2 Technical Infrastructure

Model Complex 1 (80%):

e Advanced firewall systems (Fortinet FortiGate)

e Regular security updates implemented

¢ Intrusion Detection/Prevention Systems (IDS/IPS) operational
e Network segmentation in place

Model Complex 2 (60%):

e Basic firewall systems installed

e Irregular security patch updates

e Absence of advanced monitoring systems
e Limited network security controls

16



2025 culill alanll ilill 330l duwaiall g deuhll pglell dinlell pgajliu dlan

4.2.3 Access Management and Authentication

Model Complex 1 (75%):

= [dentity management system operational

=  Multi-factor authentication (MFA) deployed for sensitive syste
= Role-based access control (RBAC) policies implemented

=  Regular access reviews conducted

Model Complex 2 (55%):

= Basic identity management only

= No multi-factor authentication implementation
= Weak access control implementation

= Limited access review processes

4.2.4 Backup and Data Recovery

Model Complex 1 (85%):

Daily automated backups of sensitive data

Offsite backup location maintained

Recovery procedures tested quarterly
e Recovery time objective (RTO) 4 h

Model Complex 2 (65%):

e Weekly backup schedule

¢ Onsite backup storage only

¢ Limited recovery testing

e Recovery procedures untested

17
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4.2.5 Security Awareness and Training (Critical Gap Area)
Critical Finding: This dimension revealed the largest gap (M=57.5%, SD=17.68%).

Model Complex 1 (70%):

Annual new employee security training
Semi-annual awareness workshops
Training records maintained

However: Training lacks specialization and depth

Model Complex 2 (45%):

¢ No formal training program

e Minimal security awareness

e Reliance on informational posters only
¢ No training documentation

Employee Awareness Survey Results:

75% unable to identify phishing emails (95 of 156 participants)
68% use weak passwords (106 of 156)

18
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o 429 share credentials with colleagues (65 of 156)
e 88% unaware of breach notification procedures (137 of 156)

4.2.6 Human Resources and Critical Shortage

Critical Finding: Severe shortage of specialized cybersecurity personnel.
Model Complex 1:

e Staff Count: 2 technicians (network technician + I'T support specialist)

Qualifications: General IT certifications; no cybersecurity specialization

Workload: Both technicians handle multiple non-security responsibilities
Dedicated ISO Officer: Absent

e Impact: Continuous security monitoring impossible; reactive rather than
proactive security posture

Model Complex 2:

o Staff Count: 1 support technician

¢ Qualifications: Basic IT training; no security background

e Cybersecurity Specialist: Completely absent

e Impact: No capacity for security management beyond troubleshooting

Labor Market Analysis:

68% of survey respondents report difficulty recruiting cybersecurity professionals
Primary reasons:

e Specialists concentrated in government and large private sector

e Salary constraints limiting competitive hiring

e Limited academic pipeline

4.2.7 Incident Response Capabilities

Model Complex 1 (80%):

Formal Incident Response Plan (IRP) documented

Incident classification system in place

Designated response team

Post-incident review process
e 00— e e e e —— e 0y e ey

19



2025 culill alanll ilill 310l duaiall g drephll pglell dinlell pgajliw dlan

Model Complex 2 (55%):

No formal incident response plan
Reactive, ad-hoc incident handling

Incident documentation absent

No systematic lessons learned process
4.3 Challenge Analysis Results

4.3.1 Financial Constraints (Primary Barrier: 72%) Cost Analysis:

e Advanced security systems: SAR50,000-SAR 100,000 annually
e Maintenance and updates: SAR20,000-SAR40,000 annually
e Specialized training: SAR15,000-SAR30,000 annually

Total annual burden: SAR85,000-SAR170,000

Impact on Small Centers: Medium-sized centers report financial constraints as the
primary barrier to implementation (72% of respondents).

4.3.2 Personnel Shortage (Critical Issue: 68%)

Recruitment Challenges:

68% of facilities report difficulty recruiting qualified personnel

Specialized professionals concentrated in government sector
Salary competition from larger private organizations

Limited cybersecurity degree programs in region

4.3.3 Security Awareness Deficiency (75%)

Knowledge Assessment Results:

75% lack basic cybersecurity threat awareness

82% cannot identify phishing attempts
71% practice weak password hygiene
64% unaware of compliance requirements

20
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4.3.4 Infrastructure Weakness (60%)

Technical Deficiencies:

¢ 60% operate with outdated infrastructure

e [ egacy systems lacking security updates

e Absence of monitoring and alerting systems

e Medical devices with unpatched vulnerabilities

5. Analysis and Discussion

5.1 Relationship Between Implementation Level and Data Protection
Effectiveness

Finding: Clear positive correlation between cybersecurity standards implementation
level and actual data protection effectiveness.

Supporting Evidence:

e Complex 1 (79.4% compliance) reported zero major security incidents in past 12
months

e Complex 2 (56.3% compliance) experienced three confirmed security incidents
including one ransomware attack

o Statistical correlation: r=0.89 (p<0.001) between compliance score and incident-
free status

Interpretation: Standards implementation directly reduces security incident
occurrence, supporting international cybersecurity research (Kruse et al., 2017;
Coventry & Branley, 2021).

5.2 Integration with Theoretical Framework

5.2.1 ISO/IEC 27001 Alignment

Observation: Centers implementing ISO/IEC 27001 principles achieved higher
compliance scores:

e Documented policies aligned with ISO requirements showed 78% average
compliance
¢ Policy-deficient centers averaged 52% compliance

21
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Implication: ISO/IEC 27001 provides practical, implementable framework for
healthcare cybersecurity (Brotby, 2014; Disterer & Kleiner, 2013).

5.2.2 NCA Framework Compliance

Observation: Centers following NCA Framework guidelines demonstrated better
incident response and compliance monitoring.

Implication: Mandatory regulatory framework establishes baseline requirements,
but voluntary standards (ISO/IEC) necessary for comprehensive implementation.

5.3 Integrated Challenge Analysis

The four identified challenges demonstrate systemic interdependence:

1. Financial constraints — Prevent infrastructure upgrades
2.Infrastructure deficiencies — Limit security monitoring capacity
3.Personnel shortages — Prevent effective implementation and training
4. Weak awareness — Results from inadequate training programs

Conclusion: Addressing single challenges insufficient; comprehensive systemic
approach required.

6. Recommendations

6.1 Recruit and Develop Specialized Cybersecurity Personnel

Rationale: Personnel shortage identified as critical implementation barrier (68% of
respondents).

22
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Specific Actions:

1. Hiring Strategy:

e Recruit dedicated Information Security Officer (CISO or equivalent)

e Hire minimum two cybersecurity technicians per center

e Establish competitive salary scale ($60,000-$120,000 annually)

e Provide professional development budget (minimum $5,000 annually per
employee)

2.Skill Development:

e Support professional certifications (CISSP, CEH, CCSK)
e Implement career advancement pathways
¢ Create mentorship programs

3.Recruitment Pipeline:

e Partner with universities for talent pipeline
e Support internship programs
e Collaborate with training organizations

Expected Outcome: Sufficient in-house expertise for continuous security
management and incident response.

6.2 Implement Regular, Multi-Phase Training Programs
Rationale: Security awareness critical gap (57.5%
compliance).

Program Structure:

Phase 1: Foundational Awareness (Monthly, 2 hours)

e Cybersecurity fundamentals (CIA triad, threat landscape)
e Common threat types and indicators

e Employee security responsibilities

e Target Audience: All staff

Phase 2: Specialized Training (Quarterly, 3 hours)

¢ Phishing identification and reporting techniques
e Secure password management practices

23



2025 allill alaall ilill aaell auwaiall g dreuhll pglell dialell pgyjliw dlan

e Health data procedures
e Incident reporting mechanisms
e Target Audience: Administrative and clinical staff

Phase 3: Advanced Training (Annually, 4 hours)

e Advanced threat landscape analysis
Healthcare-specific case studies

Practical security exercises

Regulatory compliance updates

Target Audience: IT staff, supervisors, administrators
Implementation Metrics:

e 100% staff completion rate target

e Pre/post-training knowledge assessment

e Quarterly phishing simulation testing
e Annual training effectiveness evaluation

Expected Outcome: Enhanced security awareness reducing human-factor security
incidents by 6080% (Parsons et al., 2017).

6.3 Develop Comprehensive, Documented Security Policies

Rationale: Policy-based implementation supports both ISO/IEC and NCA
compliance.

Required Policies:

1.Password Management Policy
e Minimum 12-character length

e 90-day change requirement
e Complexity requirements
e Multi-factor authentication mandate for sensitive systems

2.Access Control Policy

e Role-based access control (RBAC) implementation
e Principle of least privilege
e Quarterly access reviews

24
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e Immediate revocation procedures
3.Sensitive Data Policy
e Data classification scheme

e Encryption requirements (AES-256 minimum)
e Access limitations
e Retention and destruction procedures

4. Acceptable Use Policy

Personal device restrictions

Internet usage guidelines

Email security requirements
e Consequences for violations

5.Incident Response Policy

Incident definition and classification

Reporting requirements and timelines
Response procedures by incident type
Post-incident documentation requirements

6.Backup and Recovery Policy
e Daily backup mandate for ePHI

e Offsite storage requirements
e Recovery testing schedule (quarterly minimum)
e Recovery time objectives (RTO: <4 hours)

7.Security Awareness Policy
e Mandatory training requirements

e Training schedules and content
e Compliance tracking
e Consequences for non-compliance

8.Compliance and Audit Policy
e Annual compliance assessments

e External audit schedules
e Vulnerability assessment frequency

25
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e Remediation timelines

Implementation Timeline: All policies developed and implemented within 6
months.

6.4 Upgrade Technical Infrastructure

Rationale: Infrastructure weakness affects 60% of centers; systematic upgrade
necessary.

Phased Implementation:

Phase 1 (Months 1-3): Foundational Security

¢ Deploy enterprise firewalls (firewall rules, VPN)
¢ Implement antivirus/anti-malware solutions

¢ Enable disk encryption on all devices

¢ Deploy security patch management system

Phase 2 (Months 4-6): Monitoring and Detection

Deploy intrusion detection/prevention systems (IDS/IPS)

Implement security event logging

Deploy vulnerability scanning tools
Establish security monitoring dashboard

Phase 3 (Months 7-9): Resilience and Recovery

e Establish automated daily backups
e Deploy backup verification testing
e Document recovery procedures

e Conduct recovery drills

Phase 4 (Months 10-12): Advanced Protection

e Hardware upgrade (servers, workstations)
e Medical device security updates

e Network segmentation implementation

e Advanced threat protection systems

26
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Budget Estimate: SR120,000-SR200,000 for medium-sized center.

6.5 Allocate Dedicated, Sustained Cybersecurity Budget

Rationale: Financial constraints limit implementation; dedicated budget ensures
sustainability.

Annual Budget Recommendation (Medium-Sized
Center):
Amount

Category (SR)

Percentage

Software licenses and 35,000 9%
renewals

Hardware and security
appliances

Maintenance and
technical support
Training and
development

External audits and
consulting
Contingency/emergency
response

Total Annual Budget 120,000 100%

Budget Justification: Average healthcare organization cybersecurity spend: 6-8% of
IT budget; healthcare-specific threats justify premium allocation.

30,000 25%
20,000 17%
15,000 12%
10,000 8%

10,000 8%

6.6 Ensure Compliance with National and International Standards

ISO/IEC 27001 Certification Path:

1. Gap Assessment (Month 1): Evaluate current state vs. ISO requirements
2. Policy Development (Months 2-3): Document all required policies

3. System Implementation (Months 4-8): Deploy technical controls

4. Internal Audit (Month 9): Verify compliance readiness

5. External Audit (Month 10): Third-party certification assessment

6. Certification (Month 11): Achieve ISO/IEC 27001 certification NCA
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Framework Compliance:

Register with NCA as critical infrastructure operator

Implement required security controls per sector guidelines
Submit quarterly compliance reports

Participate in vulnerability disclosure program

Expected Timeline:
12-18 months for full certification.

6.7 Conduct Periodic Security Assessments Schedule:

Assessygert Frequency  Duration  Focus
Type
Risk 2.3 L i N &
Annually vulnerabilities, mitigation
Assessment weeks
gaps
Penetration Semi- 1-2 Test actual security
Testing annually weeks defenses
: : ' li 1
Policy Review  Annually 1 week Verlfy'po icy relevance and
compliance
Vulnerability Automated scanning for
Scanning Monthly 2-3 days known vulnerabilities
Phlshmg Quarterly I day Measure employee security
Simulation awareness
Incident Analyze past incidents,
Review Monthly I day identify patterns

Assessment Metrics:

¢ Vulnerabilities discovered and remediation rates
e Incident response times

e Security awareness test results

e Policy compliance percentages
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6.8 Strengthen Inter-organizational
Cooperation Action Items:

1. Establish Health Sector Cybersecurity Consortium

Regular information sharing meetings
Threat intelligence exchange

Best practices dissemination
Collective vulnerability management

2.Collaborate with National Cybersecurity Authority
(NCA)

Participate in regulatory guidance development
Access government training programs

Report security incidents for sector analysis
Obtain technical guidance

3.Academic Partnerships

Support cybersecurity education programs
Provide internship opportunities
Participate in research collaborations

Develop talent pipeline
4.Industry Groups

e Join healthcare IT associations
e Participate in conferences and training
e Share non-proprietary threat intelligence

7. Conclusion

This study evaluated the impact of implementing cybersecurity standards on health
data protection in private medical centers in Dammam City, Saudi Arabia. The
research revealed several critical findings:
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7.1 Key Findings Summary

Implementation Status: Private medical centers demonstrated moderate but
incomplete cybersecurity standards implementation (average compliance: 70%).
Significant variation existed between larger, more established centers (79.4%) and
smaller centers (56.3%).

Critical Gaps: The most significant implementation gaps were identified in:

e Security awareness and training (57.5%)
e Human resources and personnel (62.5%)

These gaps directly correspond to primary implementation barriers identified by
respondents.

Positive Impact: Clear positive correlation exists between cybersecurity standards
implementation level and actual data protection effectiveness. Centers with higher
compliance scores experienced significantly fewer security incidents (r=0.89,
p<0.001).

Systemic Challenges: Four integrated Dbarriers prevent comprehensive
implementation:

Financial constraints (72% of respondents)
Personnel shortage (68%)

Security awareness deficiency (75%)
Infrastructure weakness (60%)

7.2 Implications

For Healthcare Organizations:

e Cybersecurity represents critical operational necessity, not optional enhancement
e Human capital (trained personnel) essential foundation for security programs
e Systematic, multi-phase implementation approach more effective than isolated

initiatives Financial investment in cybersecurity yields measurable returns in

reduced incidents

30



2025 allill alaall ilill aaell auwaiall g dreuhll pglell dialell pgyjliw dlan

For Policy Makers:

e Regulatory frameworks (NCA) establish baseline; voluntary standards (ISO/IEC)
necessary for excellence

e Financial incentives/tax benefits could accelerate private sector cybersecurity
adoption

o Workforce development programs needed to address specialist shortage

Security For Academic Community:

e Healthcare cybersecurity represents emerging research area with significant
practical impact

e Mixed-methods approach combining quantitative metrics with qualitative insights
provides comprehensive understanding

¢ Healthcare-specific cybersecurity curriculum development needed

7.3 Study Limitations and Future Research Directions

Limitations:

1. Small sample size (two facilities) limits generalizability
2. Cross-sectional design captures single time point
3. Self-reported data may not reflect actual practices
4. Geographic restriction to Dammam City
Future Research Recommendations:
1. Expanded Scope: Multi-city, larger sample investigation of Saudi healthcare
sector
2. Longitudinal Design: Track implementation and effectiveness over 2-3 years

3. Comparative Analysis: Compare private vs. public sector healthcare
cybersecurity

4. Technology Integration: Evaluate artificial intelligence and machine learning
applications in healthcare threat detection

5. Cost-Benefit Analysis: Quantify financial impact of security investments on
incident costs and patient trust

6. Workforce Development: Investigate training program effectiveness and
professional development pathways.
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Appendices

Appendix A: Survey Questionnaire

[Questionnaire items organized by eight dimensions with 5-point Likert scale
responses]
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Appendix B: Statistical Tables

[Detailed statistical analysis tables with frequencies, percentages, and additional
statistical measures]

Appendix C: Ethical Approval Documentation

[Institutional review board approval letter and informed consent form]
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